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Abstract
Modern vehicles typically integrate a wide array of sensors, soft-
ware systems, and always-on connectivity, effectively becoming
“smartphones on wheels.” Such vehicles are part of a broader ecosys-
tem that includes companion mobile apps and third-party services,
raising significant privacy risks due to the sensitivity of vehicular
data. Despite documented harms, the community still lacks a good
understanding of the privacy implications of the connected vehicle
ecosystem.

In this paper, we present the first large-scale empirical study of
data privacy in the connected vehicle ecosystem. In collaboration
with a consumer vehicle testing organization, we use two perspec-
tives to better understand the data that is being collected and shared.
First, we test 21 late model vehicles using a combination of Wi-Fi
interception and controlled cellular capture under a range of condi-
tions to observe the vehicles’ network traffic patterns. Second, we
instrument 30 vehicle companion apps paired with on-site vehicles
to build a more complete picture of the data flows to third-party
services. We find that both vehicles and companion apps contact
numerous third-party domains, including advertisers and track-
ers. For example, all but two of the vehicles tested send traffic to
at least one third party, and seven of 30 apps transmit sensitive
identifiers to third-party companies, with wide variation across
brands and models. Our findings underscore the need for continued
measurement and scrutiny of the connected vehicle ecosystem.
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1 Introduction
Vehicles today are often referred to as “smartphones onwheels” [50].
The majority of new vehicles sold now feature ubiquitous Internet
connectivity (Wi-Fi, cellular, and/or satellite) coupled with a diverse
set of sensors (e.g., cameras, microphones, GPS receivers), rich
infotainment systems, manufacturer-operated online services, and
companion smartphone apps. The result is a diverse ecosystem
that allows vehicle owners, vehicle manufacturers, and—in some
cases—third parties to remotely control and monitor their vehicle
(e.g., collecting telematics, or intervening in case of theft).

Although the connected vehicle ecosystem provides useful func-
tionality to owners, it also raises privacy concerns due to the sen-
sitivity of vehicular data (e.g., real-time location) and the opacity
surrounding who the data is shared with. These concerns are not
theoretical. In 2016, the Mozilla Foundation’s review of vehicle
manufacturer privacy policies described the entire category as a
“privacy nightmare,” finding that manufacturers routinely disclosed
the potential to collect a wide variety of personal data for overbroad
and opaque purposes [19]. More recent reporting revealed that mul-
tiple large vehicle manufacturers secretly share data collected from
vehicles with data brokers and insurers [47–49, 58], resulting in a
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U.S. Federal Trade Commission (FTC) enforcement action against
General Motors [32]. Beyond commercial exploitation, connected
vehicles have also raised concerns about impacts on vulnerable
populations (e.g., enabling stalkers [33, 46, 99]) and U.S. national
security as a whole [17].

Unfortunately, beyond the instances highlighted above, rela-
tively little is known about the privacy implications of the con-
nected vehicle ecosystem. Prior work has examined infotainment
systems [53, 65], policy documents [12, 13], and vehicles’ internal
components [21, 69, 92] in isolation, but none have examined the
broader ecosystem of data collection and sharing. This is in con-
trast to other consumer product ecosystems that collect similarly
private data—such as smartphone apps [4, 26], internet-of-things
(IoT) devices [77, 105], and even medical devices [43, 57]—that have
been extensively studied for years.

We believe this situation is due to three key challenges that the
connected vehicle ecosystem presents. First, vehicles are signifi-
cantly more expensive than other consumer products; this makes
it cost-prohibitive for researchers to study the connected vehicle
ecosystem at scale. Second, most connected vehicles are equipped
with either cellular or satellite connectivity; compared to devices
that only use Wi-Fi or Bluetooth, this makes it much more diffi-
cult for researchers without privileged network access to interpose
on the communication due to the protocol complexity, the lack of
robust tools for network traffic capture, and the legal issues con-
cerning licensed spectrum. Third, connected vehicles often rely
on proprietary telematics control units rather than the commodity
hardware and open stacks that have enabled measurement research
on smartphones and IoT devices.

In this paper, we take the first steps to address the limited visibil-
ity into the privacy implications of the connected vehicle ecosystem,
without requiring any privileged access to vehicle or network sys-
tems. To do so, we identify two vantage points in the ecosystem
where we can gain insight into the data that connected vehicles
are sharing with both manufacturers and third parties: the vehicles
themselves and the mobile apps provided by manufacturers.

To measure data flows from connected vehicles themselves, we de-
ploy several complementary techniques to interpose on the vehicles’
Wi-Fi and cellular communication. While end-to-end encryption—
coupled with the inability to install trusted root certificates on
vehicles—prevents us from inspecting the raw traffic, we measure
the endpoints, analyze the patterns of communication with those
endpoints, and characterize the purpose and implications of such
communication. We exercise vehicles under a number of differ-
ent conditions (driving, stationary, “turned off”) to see if there are
notable changes in network communication.

To measure data flows from mobile apps, we set up test smart-
phones with the manufacturers’ apps installed and instrumented for
data collection. This enables us to see the remote communication
endpoints as well as use monster-in-the-middle (MitM) techniques
to interpose on many of the data flows, as we were able to install
trusted root certificates on our test phones. This setup not only
provides visibility into how and where data is shared by companion
smartphone apps, but also exposes any data that is sent directly
from the vehicle to external servers before it is accessed by the app.

To generalize our findings across a wide range of connected-
vehicle manufacturers, makes, andmodels, we need access to a large

set of vehicles. To achieve this, we partner with Consumer Reports,
a large, non-profit U.S. consumer product testing organization that
allowed us to access their purchased fleet of vehicles. Our analysis
reveals a combination of vehicle-specific data-sharing patterns, as
well as those that are similar to observations from prior work on
smartphones and IoT devices.

Our contributions are as follows:
• Leveraging our partnership with Consumer Reports, we exam-
ine a total of 21 U.S. vehicles from 19 brands, by far the largest
and most comprehensive sample of vehicles that we are aware
of. If we had to procure these vehicles ourselves, it would have
cost over $1.2M.

• We develop a measurement infrastructure to interpose on the
Wi-Fi connectivity of these vehicles, conducting extensive sta-
tionary and in-motion tests on a test track. We observed that
all of these vehicles contact at least one third party, including
advertising and tracking domains.

• We procure and deploy a Faraday tent large enough to fit a
vehicle inside. This allows us to block the vehicles from the
cellular network to investigate if the vehicles’ network traffic
swaps to the Wi-Fi interface. We test 11 vehicles in this manner
and find that the results vary greatly by manufacturer.

• We instrument and monitor 30 companion mobile apps paired
with local vehicles.We find that seven of these transmit sensitive
identifiers (e.g., VINs, emails, phone numbers, and location) to
third-parties associated with advertising and tracking, and all
but one of the apps measured contact multiple advertising and
tracking third parties.

Our findings underscore the need for more empirical research
into data selling and sharing by vehicle makers, and for increased
scrutiny of modern vehicles as the sum of their interconnected
systems rather than standalone consumer products. Notably, the
majority of vehicles in our study run third-party software from
companies such as Google and Amazon, governed by privacy poli-
cies outside manufacturer purview, thus obscuring where consumer
data flows and who is accountable for it. Following an exhaustive
disclosure process with each manufacturer, one explicitly changed
its data collection practices in response to our findings.

The remainder of this paper is organized as follows. § 2 provides
background on the connected vehicle ecosystem and overviews
related work. § 3 describes our methodology for collecting data
from connected vehicles and companion apps. § 4 presents our
analysis of intercepting vehicles’ network traffic, § 5 presents our
analysis of companion apps, and § 6 examines how our findings
compare to manufacturers’ privacy policies. § 7 concludes.

2 Background and Related Work
While there is extensive research on the security of vehicle sys-
tems (e.g., CAN bus exploits [69, 92], ECU attacks [21], and remote
communication vulnerabilities [66]), our focus in this paper is on
privacy and the connected vehicle ecosystem: what data is shared,
and with whom?We therefore provide background on and overview
prior work in three areas most relevant to our study: privacy analy-
ses of connected vehicles, IoT devices, and mobile apps. We discuss
each in turn and highlight how our work advances this literature.
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2.1 Connected Vehicle Privacy and Security
While journalists and advocacy groups have highlighted troubling
practices in connected vehicle data sharing, academic work on
this topic remains comparatively sparse. Prior research has de-
veloped taxonomies of security and privacy risks in connected
vehicles [41, 70, 75] and explored the attack surfaces exposed by
network connectivity, over-the-air features, and insecure infotain-
ment apps [14, 42, 60, 74].

Some studies have examined manufacturers’ privacy policies [12,
13, 19]. They found that these policies were challenging for non-
experts to read, permitted extensive collection of user and vehicle
data, and omitted important details about how data would be pro-
tected and used. We complement these works by measuring actual
flows of vehicle data.

Aside from sensors and data connectivity, modern vehicles also
feature sophisticated head units that run their own operating sys-
tems (OS) and come with pre-installed apps for navigation, mu-
sic, games, etc. [80]. When developing a modern connected vehi-
cle, manufacturers either build a custom OS in-house or partner
with a tech company to incorporate their existing automotive OS
(e.g., Google’s Android Automotive OS) [8]. Empirical analyses of
connected vehicles have so far been limited to studying the info-
tainment systems on these head units. Moiz and Alalfi used static
analysis to identify vulnerabilities in apps installed on a vehicle’s in-
fotainment system that could leak sensitive data [65], while Jeong et
al. hosted a hacking competition where participants exploited info-
tainment systems to exfiltrate information [53].

Our work expands on these efforts by examining data flows
from entire vehicles and their companion mobile apps, not just
the onboard infotainment systems. Furthermore, we investigate
intentional flows of data to manufacturers and third parties, rather
than surreptitious leakage. In this study, we reference the OS of
a vehicle’s head unit as a potential explanation for data flows to
specific third-parties.

Distinct from the head unit OS built into a vehicle as described
above, Apple CarPlay and Android Auto are phone-mirroring sys-
tems that project an interface from the smartphone onto a vehi-
cle’s dashboard [6]. These phone-mirroring systems have their
own privacy and security risks that have been studied by prior
work [63, 85, 102]. In this study, we do not examine such systems
and instead interact exclusively with each vehicle’s built-in OS.

2.2 IoT Privacy and Data Sharing
Connected vehicles have certain characteristics in common with
many IoT devices: both are Internet-connected devices equipped
with a wide range of sensors that collect sensitive information,
interact with online services, and offer companion smartphone
apps while providing consumers little visibility into or control over
their operation. Extensive prior work [51, 68, 77, 84] on IoT privacy
analysis informs our approach to studying connected vehicles.

For example, Ren et al. [77] examined information exposure in
IoT devices, focusing on traffic destinations and the inference of
device activities from traffic. We use a similar method, with similar
limitations: we cannot modify vehicle software and thus cannot
decrypt all encrypted flows.

Wireless privacy research demonstrates that evenwith encrypted
transmissions, metadata such as packet lengths, timing, and fre-
quency can enable inference of occupancy, device types, and user
activities in smart environments [1, 3, 40, 104]. Other studies iden-
tify threats such as user tracking, traffic fingerprinting, and eaves-
dropping [29, 56, 59]. Given these risks, evaluating the privacy of
connected vehicles’ wireless interfaces is critical, as these interfaces
are the point where data leaves the vehicle.

A further lesson from the IoT and mobile ecosystem is that
privacy policies do not always align with actual device behavior.
Studies have identified both false negatives (i.e., devices collecting
more data than disclosed) and false positives [89, 106, 107]. This
policy/practice divergence motivates empirical measurements of
connected vehicles and their companion apps, since privacy risks
cannot be reliably assessed through policy analysis alone.

2.3 Mobile App Privacy and Data Sharing
To analyze vehicle companion apps, we re-use and extend tech-
niques that have examined mobile apps [11, 35, 72]. Such stud-
ies have found pervasive exposure of personal data to first- and
third-parties, in general [76, 78, 79] and in specific contexts such
as children’s apps [31, 81], gig work platforms [73], and mobility
apps [100].

Prior work has not explored data sharing from a large set of
connected-vehicle companion apps linked to real vehicles, as done
in this work. Yang et al. [103] performed static analysis of vehicle
Android apps and found evidence of sensitive data transmission,
but did not test in conjunction with actual vehicles. Thus, by work-
ing with Consumer Reports, our work is the first to shed light on
the privacy implications of manufacturers’ mobile apps as used in
practice.

3 Datasets and Methods
We now turn to overview the goals of our study, the datasets we
collect, and the methods by which we do such collection.

3.1 Study Scope and Datasets
Overall, we aim to study the connected vehicle ecosystem to an-
swer two key questions: First, what data can we observe connected
vehicles and their companion apps sharing about their users, par-
ticularly personally identifiable information (PII) and sensitive data
linked to PII (e.g., location)? Second, who receives connected ve-
hicle data, whether directly from the vehicle or from companion
smartphone apps, particularly when it comes to third parties? Is
this data being transmitted to international destinations outside
the U.S.?

To answer these questions, we leverage our relationship with
Consumer Reports, a large U.S. non-profit organization that tests
consumer vehicles. Consumer Reports will typically purchase ve-
hicles, test them at their facility for a period ranging from weeks
to months, and then sell the vehicles once they have completed
testing. Consumer Reports tests recent model year vehicles from
major manufacturers, including mass-market and luxury brands.

Workingwith Consumer Reports presented a unique opportunity
to study the privacy of connected vehicles. However, doing so
required our methodology to be opportunistic: we could only test
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Features Vehicle Tests Google Features

Manufacturer Brand Year Model Wi-Fi EV Driving Idle In-Tent Cellular AAOS GAS OS Citations

Buick 2024 Envista ✓ ✓ ✓ ✓ [15, 16]
General Motors (GM) Cadillac 2024 Lyriq ✓ ✓ ✓ ✓ ✓ ✓ ✓ [18, 98]

Chevrolet 2024 Blazer ✓ ✓ ✓ ✓ ✓ ✓ ✓ [38]
Dodge 2023 Hornet ✓ ✓ ✓ [30, 88]

Stellantis Fiat 2024 500e ✓ ✓ ✓ ✓ ✓ ✓ [28, 30]
RAM 2025 1500 Bighorn ✓ ✓ ✓ ✓ [30, 71]

Fisker Fisker 2023 Ocean ✓ ✓ ✓ ✓ [44]

Ford Motor Co. Ford 2022 F150 Lightning ✓ ✓ ✓ ✓ [9, 45]
Ford 2024 Mustang GT Fastback ✓ ✓ ✓ [45, 86]

Honda Motor Co. Honda 2024 Prologue Touring AWD ✓ ✓ ✓ ✓ ✓ ✓ ✓ [39]
Tata Motors Land Rover 2023 Range Rover Sport ✓ ✓ ✓ [24, 91]

Lexus 2024 NX450H+ PHEV ✓ ✓ ✓ [20, 61]
Toyota Motor Corp. Toyota 2023 Corolla Cross ✓ ✓ ✓ [97]

Subaru 2023 Solterra ✓ ✓ ✓ ✓ ✓ [96, 108]
Lucid Lucid 2023 Air Touring ✓ ✓ ✓ ✓ ✓ ✓ [55]
Mercedes-Benz Group AG Mercedes 2023 EQS450 4Matic ✓ ✓ ✓ ✓ [25, 64]
Renault-Nissan-Mitsubishi Alliance Nissan 2023 Ariya Platinum ✓ ✓ ✓ ✓ ✓ [67]
Rivian Rivian 2022 R1S ✓ ✓ ✓ ✓ ✓ ✓ [90]

Tesla Tesla 2024 Cybertruck ✓ ✓ ✓ ✓ ✓ [93]
Tesla 2024 Model 3 ✓ ✓ ✓ ✓ ✓ ✓ [93]

Zhejiang Geely Holding Group Volvo 2024 C40 ✓ ✓ ✓ ✓ ✓ ✓ ✓ [101]

Table 1: All vehicles that we tested for this paper. We conducted stationary and driving tests with vehicles that supported Wi-Fi
as well as cellular interception for the Tesla Model 3. Additionally, we tested the subset of EVs with Wi-Fi inside a Faraday tent.
The Google Features columns denote which vehicles in our study implemented Android Automotive OS (AAOS) and/or Google
Automotive Services (GAS).

the vehicles that Consumer Reports happened to have at their
facility during our visits. Further, our testing spanned a number
of visits to Consumer Reports, and vehicles that were available on
earlier visits were not necessarily available on subsequent visits.

We divided our testing into two phases. In phase 1we focused on
the vehicles, aiming to understand their patterns of communication.
We first surveyed the vehicles available at Consumer Reports that
offered Wi-Fi, which would allow us to connect the vehicle to
our access point and interpose on the Wi-Fi communication. We
identified 21 unique vehicles that met this requirement, and for
each vehicle we conducted a standard suite of actions with the
vehicle while also collecting theWi-Fi traffic. For one of theseWi-Fi
equipped vehicles, we were able to insert a custom SIM card into the
vehicle, which allowed us to interpose on the cellular connectivity
as well. To block cellular communication for the remaining vehicles,
we placed 11 of the 21 Wi-Fi-equipped vehicles that were electric
vehicles (EVs)1 into a Faraday tent and retested the vehicle. An
overview of the vehicles we tested is available in Table 1, and § 3.2
details our methodology for collecting and examining this traffic.

In phase 2 we focused on the companion mobile apps that manu-
facturers provide to owners to remotely access and control their
vehicle. We first surveyed the vehicles available at Consumer Re-
ports that offered companion apps that we could install on our
instrumented smartphones. We identified a total of 32 vehicles that
used 30 unique mobile apps (some manufacturers use the same

1We tested only EVs in the tent to avoid the known hazards of running combustion
engines in an enclosed, poorly ventilated space.

app for multiple makes/models) for testing.2 To analyze each app,
we installed it on a test device, logged-in to a valid user account
tied to one of Consumer Reports’s vehicles, exercised all in-app
functionality, and captured the app’s network traffic. An overview
of the apps we tested is available in Table 2, and § 3.3 details our
methodology for collecting and examining traffic from apps.

Figure 1 presents the scope of the ecosystem that we focus on
in this work. By examining a vehicle and its companion mobile
app we are able to see the first layer of data flows that may expose
consumers to privacy risks.

3.2 Data Collection from Vehicles
Recall that in the first phase of our testing, we focused on vehicles’
Wi-Fi and cellular Internet connectivity to understand the commu-
nication patterns of the vehicles themselves. For each vehicle that
supported Wi-Fi, we captured traffic under a range of conditions.
For cellular, we either blocked connectivity or, in one case, directly
intercepted traffic.

3.2.1 Wi-Fi Traffic Capture. To collect Wi-Fi traffic from vehicles,
we configured a custom access point (AP) on a Raspberry Pi and
used tcpdump to log all packets that were sent or received via this
AP. The Raspberry Pi was configured with an Internet connection
either from Ethernet or a mobile hotspot, and was configured to
forward traffic received by the AP to the intended destination after

2Due to the timeline of our testing, these vehicles only partially overlap with the
vehicles tested in phase 1.
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Figure 1: Diagram depicting the potential data flows to and
from a vehicle and its companion mobile app. Solid arrows
represent flows that were intercepted through our experi-
ments.

logging. We then connected each of the 21 vehicles that supported
Wi-Fi3 to this AP, ensuring that the AP was positioned near the
vehicle at all times to ensure reliable connectivity. We tested each
vehicle under three conditions:
1. Stationary Idle: The vehicle was powered on, parked, and left
untouched for 30 minutes. This established the baseline level of
traffic when the vehicle was idle.
2. Stationary Active: The vehicle was parked and powered on
for 30 minutes while we interacted with as many sensors and fea-
tures as possible. This included opening and closing doors and
the trunk, pressing dashboard and seat controls, activating stalks
(lights, wipers), and exploring all infotainment menus and apps.
3. Driving: The vehicle was driven on private roads at Consumer
Reports’s facility for 15 minutes at moderate speeds (5–45 mph),
with bursts of acceleration, hard braking, and swerving to safely
emulate reckless driving.4

The vast majority of traffic we captured from vehicles over Wi-Fi
was HTTP traffic encrypted with TLS. We unsuccessfully explored
two approaches to gain visibility into payload contents: (i) installing
custom root certificates into the vehicles’ trust stores, which would
have required destructive modifications that were not permitted by
Consumer Reports, and (ii) injecting modified certificates during
TLS handshakes using monster-in-the-middle (MitM) techniques,
3Note that some connected vehicles can also establish Wi-Fi hot spots. We did not test
this functionality in our experiments.
4All driving tests were conducted on private roads within Consumer Reports’s gated
and fenced test facility to ensure safety and consistency across experiments.

Figure 2:We drove the vehicles into this Faraday tent to block
external cellular signals.

which were correctly rejected by all tested vehicles as the corre-
sponding root certificate was not trusted by the vehicles. These
results show that manufacturers are enforcing certificate validation.

Although payloads remained opaque to us, the network traces
still yielded valuable information, including the domains contacted
via DNS traffic, Server Name Indication (SNI) in TLS handshakes,
the volume and timing of transmissions, and differences in behavior
across experimental scenarios. This is consistent with other work
that has been unable to decrypt traffic but gained insights from
traffic patterns [7, 77, 87].

3.2.2 Cellular Traffic Isolation and Capture. All vehicles in Table 1
included an active cellular connection by default.5 When both Wi-
Fi and cellular are enabled, vehicles may transmit data over either
interface, creating a challenge for our study. With one exception,
described below, we were unable to intercept the cellular traffic
from the vehicles in our sample because they were configured to
use eSIMs provisioned by the manufacturer. While it is theoreti-
cally possible to load a custom eSIM on some vehicles, there is no
reliable way to restore the factory configuration afterwards, and
Consumer Reports did not permit us to make potentially destruc-
tive modifications to vehicles. To address these limitations, we used
two complementary strategies described below:
1. Forcing Wi-Fi Traffic: One hypothesis we tested was whether
blocking a vehicle’s ability to communicate over its cellular network
would force more Wi-Fi communication. To block external cellular
signals, we placed each of the 11 vehicles that supported Wi-Fi and
were EVs inside a professionally constructed 5.8m× 2.75m× 2.45m
Faraday tent (see Figure 2), which provided ≈93 dB attenuation
across cellular frequencies. For each of these EVs, we performed
the Stationary Idle and Stationary Active tests inside the tent (see
Table 1); unfortunately, the Faraday tent was not large enough to
enable the Driving tests.
2. Intercepting Cellular Traffic: The 2024 Tesla Model 3 was
unique among the tested EVs in that it (a) contains a physical
SIM card slot, (b) that is user-accessible, and (c) there is documen-
tation online that describes how to force the vehicle to use the

5Consumer Reports did not purchase optional upgraded “online” packages; the Wi-Fi
and cellular functionality we tested reflects the standard configuration.
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Manufacturer Brand App Name Version

BMW BMW My BMW 5.3.0
Mini Cooper MINI 5.3.3

mfgcol Chrysler Chrysler 1.98.1
mfgcol Fiat FIAT 1.98.1
mfgcol Stellantis Jeep Jeep 1.98.1
mfgcol Maserati Maserati Connect North America 1.98.1
mfgcol RAM RAM 1.98.1

Ford Motor Co. Ford FordPass 5.6.0
Lincoln Lincoln 5.15.0

General Motors (GM)

GMC GMC 7.4.1
Buick myBuick 7.4.0
Cadillac myCadillac 7.3.3
Chevrolet myChevrolet 7.4.0

mfgcol Honda Motor Co. Honda HondaLink 5.0.25
mfgcol Hyundai MyHyundai with Bluelink 5.2.8
mfgcol Hyundai Motor Group Genesis GenesisIA 3.2.0
mfgcol Kia KiaAccess 7.12.0
mfgcol Tata Motors Land Rover Land Rover Remote 3.0.0
mfgcol Lexus Lexus 2.5.7
mfgcol Toyota Motor Corp. Subaru Solterra Subaru Solterra Connect 1.0.14
mfgcol Toyota Toyota 2.5.7
mfgcol Lucid Lucid Lucid 2.2.0
mfgcol Mazda Mazda MyMazda 8.7.3
mfgcol Daimler AG Mercedes Mercedes-Benz 3.53.3
mfgcol Renault-Nissan-Mitsubishi Alliance Nissan MyNISSAN 6.3.67
mfgcol Rivian Rivian Rivian 2.17.0
mfgcol Subaru Corp. Subaru MySubaru 3.1.2
mfgcol Tesla Tesla Tesla 4.42.5
mfgcol Volkswagen Group Volkswagen myVW 2025.2.1
mfgcol Zhejiang Geely Holding Group Volvo Volvo Cars 5.52.0

Table 2: Companion mobile apps we investigated, broken
down by manufacturer, brand, and specific app and version
we tested.

user-provided SIM over the provisioned eSIM. These features to-
gether allowed us to implement controlled cellular interception
for this vehicle. While this measurement cannot be generalized to
other vehicle make/models due to their lack of a physical SIM slot,
it shows a proof-of-concept for intercepting cellular traffic from
modern vehicles, which may be extended to eSIMs in the future.
We achieved this by using a custom-programmed sysmocom SIM
card (sysmoISIM-SJA5-S17) with T-Mobile credentials. The SIMwas
created using pySIM and installed and activated following Tesla’s
documented service procedures [94]. We then emulated a local
LTE/5G network with an Amarisoft AMARI Callbox Classic [5].
To comply with U.S. Federal Communications Commission (FCC)
rules governing the use of licensed spectrum, we only used this
setup inside the Faraday tent to avoid interference with external
devices.

As with the Wi-Fi capture described above, this process allowed
us to view the traffic transmitted by the vehicle but not decrypt
application-level traffic (e.g., TLS).

3.3 Data Collection from Companion Apps
Much like IoT devices, many modern vehicles include companion
mobile apps. In total, we experimented with 30 connected vehicle
companion apps (see Table 2) that were paired with the vehicles at
Consumer Reports’s testing facility.

To exercise each app, we installed it on a test smartphone and
then had a Consumer Reports employee log into the app using
their existing credentials associated with a vehicle on the lot. This
approach enabled us to engage with the full functionality of each

app, except for the initial account setup process. During app instal-
lation and login we accepted all permission requests (e.g., tracking,
location, calendar access, Bluetooth, notifications) that the appli-
cation requested. Once we were logged-in, we manually exercised
all available functionality, such as looking for nearby charging sta-
tions, geolocating the vehicle, viewing vehicle data and service
history (e.g., tire pressure), viewing notifications (e.g., “doors are
unlocked”), and viewing in-app privacy policies. Some apps allowed
us to perform physical interactions on the vehicle, such as remotely
opening the trunk. We performed all such actions and verified that
the vehicle completed each request.

We used a combination of test phones and iOS versions for our
experiments: an iPhone 8/iOS 16.6, an iPhone X/iOS 16.7.11, and an
iPhone 13/iOS 18.5. To minimize background traffic, we deleted all
non-essential apps on the test phones and tested apps one-by-one,
including deleting each vehicle app and restarting the phone before
downloading the next app. We used the iOS native screen recording
feature to record our interactions with each app for later review.

To capture and decrypt network traffic from the companion mo-
bile apps, we used iPhones with custom root certificates connected
to mitmproxy [22]. We observed that some companion apps per-
formed certificate pinning on domains that were critical for user
account authentication; we used mitmproxy’s “ignore hosts” option
to avoid interception to these domains. Table A2 in the Appendix
lists the domain patterns we did not intercept for MitM analysis; as
can be observed, the vast majority of these domains were first-party
(i.e., manufacturer) domains.

3.4 Traffic Analysis Methodology
As described above, we collected network traffic traces from vehicles
and their companion mobile apps. Using this data, we aim to answer
three different classes of questions: who received what data, where
was data sent geographically, and did vehicles’ network traffic
change under different experimental conditions?

3.4.1 Classifying Domain Names. To answer questions related to
the destinations of vehicle traffic, we extracted domain names from
DNS requests as well as Server Name Indication (SNI) fields in TLS
handshakes. We manually reviewed each effective second level do-
main (SLD) that appeared in our traces using WHOIS to determine
if it was a first-party (manufacturer) or third-party domain.

We note that many manufacturers’ domains include the name
of the manufacturer or their vehicle brand, while others referred
to parent companies. For example, we labeled flows to gm.com,
gm-cdn.com, cadillac.com, buick.com, chevrolet.com, and gmc.com as
first party if they originated from a GM vehicle or a GM companion
mobile app. In other cases, we were able to determine through a
manual online search that specific domains belonged to wholly-
owned subsidiaries of specific manufacturers. For example, auto-
nomic.ai belongs to a vehicle cloud provider that was purchased
by Ford in 2023. There were also notable exceptions, such as the
Subaru Solterra, whose internals were developed by Toyota, and
the Honda Prologue, which was co-developed with GM. For these
vehicles we treated both manufacturers as first parties.

Using WHOIS, TLS certificate ownership, and manual online
search of registered domain info and company names, we manually
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classified third-party domains into four categories: support, inte-
grated, advertising/tracker/analytics (ATA) and other. The support
category includes content delivery networks, cloud providers, and
other network infrastructure. The integrated category encompassed
third parties that are integrated into vehicle infotainment systems.
Examples include navigation (e.g., tomtom.com, here.com), road-
side assistance (e.g., aaa.com, tweddle.io), preinstalled apps (e.g.,
tiktok.com, youtube.com), and OS-level services (e.g., Google’s AI
Assistant for Android Auto).

We found that we could not easily re-use existing lists of ATA do-
mains. For example, the EasyList and EasyPrivacy blocklists along
with the Disconnect and App X-Ray databases are often used in
prior work to identify ATA domains [10, 34, 54, 76]. However, we
found false positives and false negatives when we applied them
to our traffic traces as these lists misclassified 360 (26.91%) fully-
qualified domain names (FQDNs) in our full dataset. False negatives
arose from vehicle-specific ATA domains that have not been ob-
served on the web—the primary target of our custom lists. False
positives arose from domains that are rightly classified as ATA
when they appear as third parties on the web, but are legitimate
traffic destinations in the connected vehicle context (e.g., first party
domains such asmazda.com), as well as third parties that we classify
as integrated due to their purposeful inclusion within the vehicle’s
head unit or companion mobile app.

Out of 1,338 unique FQDNs that appeared in our data, we classi-
fied 227 as first party, 136 as support, 600 as integrated, and 367 as
ATA. Two authors manually reviewed all third-party domains and
independently classified them. Then the labelers met and discussed
all FQDNs with conflicting labels until there was full agreement.
In the case of 8 FQDNs, the labelers were unable to find sufficient
information to reach full agreement on their categorization, thus
we label them as other third parties.6

3.4.2 IP Address Geolocation. Since we experimented with U.S. ve-
hicles that were physically located in the U.S., we explored whether
our test vehicles or mobile apps contacted destinations that were
outside the U.S. This is of particular interest, given the recent
focus of U.S. federal agencies on the potential threats posed by
foreign-made connected vehicles [17]. Further, data transfers that
cross jurisdictions may invoke conflicting—and potentially more
stringent—consumer data regulations.

We used IPinfo’s Researcher API [52] to request the location
data for all of the destination IP addresses that appeared in our
traffic traces. We adopted an approach modeled off of Gamero-
Garrido et al. [36] to validate IPinfo geolocation data including
collecting additional metadata for the IP addresses from RIPE Atlas
Probe pings, traceroutes [82], and reverse DNS lookups as well as
WHOIS information, DNS records, and data from the CAIDA Hoiho
API [62] from all domain names that were associated with these IP
addresses.

Using this methodology, we find multiple instances of vehicles
and apps contacting first and third party servers located in the EU
and Canada, which have stricter consumer data regulations than

6The full lists used to label ATA, integrated, and first party domains can be accessed
at https://github.com/nicolegerzon813/Automatic-Transmission-An-Empirical-Study-
of-Data-Privacy-in-the-Connected-Vehicle-Ecosystem.

the US. Table A1 presents the full table of international IP addresses
observed in our study.

3.4.3 Comparing Network Destinations. Changing experiment con-
ditions may cause vehicles to change their behavior at the network
level. Thus, we analyze differences in the destinations contacted
in each experimental scenario. For this analysis, we use Jaccard
similarity and set size difference between the sets of SLDs contacted
under different test conditions. In our analysis, a Jaccard similarity
of 1 means the two experiments contact the exact same set of SLDs,
whereas 0 indicates that the set of SLDs contacted is disjoint. In
cases where the similarity is less than 1, we also use set size dif-
ference, to understand whether a vehicle contacted more or less
domains in two different conditions; positive set size differences
imply more SLDs were contacted in the first condition, and vice
versa for negative differences.

3.5 Limitations
We investigated 21 vehicles from the U.S. market in a controlled
environment along with 30 companion mobile apps instrumented
with on-site vehicles between October 2024 and August 2025. While
we tested a wide range of vehicles, we did not cover every manufac-
turer in the U.S. market. As with all empirical studies, our results
should be interpreted as a snapshot in time, and may not generalize
to vehicles outside our sample or outside the U.S.

Our visibility into the contents of network flows is limited in two
ways: we could not decrypt the content of traffic sent by vehicles
and we could not decrypt mobile app traffic to a subset of first-party
destinations that were protected by TLS certificate pinning. For this
reason, the analysis we present in § 5 should be considered a lower
bound on privacy risks and violations.

In addition, we were unable to observe the cellular traffic trans-
mitted by vehicles (except the Tesla Model 3). We present a mitiga-
tion to this limitation in § 3.2.2 by blocking the cellular transmission
of EVs within our dataset using a Faraday tent. Our results in § 4.2
indicate that several vehicles in our sample route traffic to Wi-Fi
when their cellular interface was blocked. However, there is no
guarantee that those vehicles redirected all of their traffic to the
Wi-Fi interface or that other vehicles would not exhibit different
behaviors. Future work may be able to overcome this limitation by
reprogramming vehicles’ eSIMs.

Finally, there may be server-side flows of data from vehicle mak-
ers to third parties that are unobservable from our vantage points.
Thus, the communication patterns we observe should be considered
a lower bound on the set of third parties information is shared with.

4 Vehicle Communication Analysis
In this section, we present analysis of the network traffic we col-
lected from vehicles. We answer the following key questions:

(1) How many destinations are contacted per vehicle? (§ 4.1.1,
Table 4)

(2) What is the purpose of the entities associated with these
destinations? (§ 4.1.1, § 4.1.2)

(3) How do data flows to third parties vary across vehicles?
(§ 4.1.2, § 4.2, Table 3)

(4) How do data flows from vehicles vary under different exper-
imental scenarios? (§ 4.2, Figure 4)
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Figure 3: CDF of unique SLDs contacted by each of the tested
vehicles over Wi-Fi. We plot separate lines for first party,
support, integrated third party, and ads/tracking/analytics
SLDs.

4.1 Destination Analysis
We begin by analyzing the destinations that vehicles contact. For
this analysis, we include all traffic traces that we gathered from the
Wi-Fi interfaces of the 21 cars that supported Wi-Fi (see Table 1)
across all experiment scenarios (e.g., Stationary Idle, Stationary
Active, Driving, and Forcing Wi-Fi Traffic).

4.1.1 Destinations Contacted. We begin by analyzing traffic cap-
tured across all experimental scenarios. Figure 3 presents the em-
pirical cumulative distribution function (CDF) of unique SLDs con-
tacted per vehicle, stratified into first parties, support, integrated,
and ATA-related SLDs. We observe that vehicles in our sample
contacted at most four first-party SLDs each, as compared to 9.29
integrated third parties on average (median = 5). 11 vehicles con-
tacted at least one SLD that specializes in ATA, with their mean
being 8.7 unique SLDs per vehicle (median = 5). Figure 3 shows
that, in most cases, ATA SLDs were more common than support
parties, but less common than integrated third parties.

Table 3 presents details for the top and bottom five vehicles,
sorted by unique ATA-related SLDs contacted (second column).
Many of the vehicles in our dataset share similar OS developers
(e.g., Google, see Table 1) and we observe a relationship between
OS and the third parties contacted by the vehicle. For example,
vehicles with sophisticated infotainment systems (Tesla Model 3
& Cybertruck, Lucid Air, Rivian R1S), along with those that imple-
mented full Android Automotive with built-in Google Automotive
Services (Chevrolet Blazer, Cadillac Lyriq) contacted the most ATA
and integrated third parties. In stark contrast, vehicles like the
Buick Envista, Mercedes EQS, and Land Rover Range Rover had
relatively limited functionality in their infotainment systems and
only contacted one or two unique SLDs each.

Surprisingly, our results show that vehicles belonging to related
brands may exhibit different behaviors. The Buick Envista, a notable
outlier, shares the same backend manufacturer as the Cadillac Lyriq
and the Chevrolet Blazer, but does not implement AAOS or GAS
(see Table 1), which is likely the reason it contacts far fewer SLDs

Unique SLDs

Vehicle ATA Integrated Support 1st Party

Tesla Model 3 34 36 7 2
Tesla Cybertruck 23 37 4 2
Cadillac Lyriq 10 21 2 2
Lucid Air 9 15 2 4
Chevrolet Blazer 7 18 2 2
... ... ... ... ...
Toyota Corolla Cross 1 1 0 1
Nissan Ariya 0 1 1 1
Land Rover Range Rover 0 0 1 1
Mercedes EQS 0 0 0 1
Buick Envista 0 0 0 1

Table 3: The top and bottom five vehicles, sorted by count of
unique ATA SLDs they contacted via Wi-Fi, broken down by
category. Table A3 in the Appendix presents the full table.

in general. These observations highlight the breadth of Internet-
enabled behaviors exhibited by the vehicles in our sample, with
some functioning more like smartphones that contact many parties,
and others operating more like limited-purpose appliances.

4.1.2 Common Third Parties. Table 4 presents the top third-party
companies that the vehicles in our sample contacted over Wi-Fi,
sorted by the number of unique vehicles that contacted each third-
party. We also present the category of unique SLDs (see § 3.4.1)
associated with each third party. We observe vehicles contacting
large technology companies, including Alphabet (Google), Amazon,
Microsoft, and Meta. Of the 21 vehicles we tested, 13 contacted
Google-associated ATA SLDs. Several of these vehicles’ infotain-
ment systems were implemented using Google’s Android Automo-
tive OS (see Table 1), but many of the SLDs we observed were not
necessary for core services (e.g., doubleclick.net and googlesyndica-
tion.com, which are used for advertising purposes).

Other companies in Table 4 can be service providers in the ve-
hicle context: Spotify and Liberty Media Corporation (SiriusXM’s
parent company) stream audio, while TomTom, Mapbox, and HERE
provide maps and navigation. Spotify and Liberty Media are notable
cases in that their SLDs may provide media and also collect tracking

Unique SLDs

Company Name Vehicles ATA Integrated Support

Alphabet Inc 13 11 12 1
Amazon 12 3 7 5
Spotify 8 3 4 0
Liberty Media Corporation 7 0 1 0
Cloudflare, Inc 6 0 1 2
Microsoft 6 2 2 5
TomTom International B.V. 5 0 1 0
HERE Global B.V. 4 0 2 0
Mapbox 4 0 1 0
Meta Platforms, Inc. 3 2 0 0

Table 4: The top 10 third-party companies contacted by ve-
hicles in our sample over Wi-Fi, sorted by count of unique
vehicles. We also present the total and unique number of
SLDs associated with each company along with their cate-
gories (ATA, integrated, support). Table A5 in the Appendix
presents the full table.
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data for behavioral ad targeting. In these cases, we distinguished
between integrated and ATA use cases by examining full FQDNs.

As we discussed in § 2, connected vehicles resemble both mobile
apps and IoT devices in terms of capabilities. To understand how this
dual role manifests in Wi-Fi traffic, we compare ATA destinations
we classify to those identified by EasyList, EasyPrivacy, Disconnect,
and App X-Ray databases. Out of 113 unique ATA FQDNs contacted
by vehicles in our sample, 99 of these were correctly identified as
ATA by off-the-shelf detection lists. For example, popularly con-
tacted domains such as ad.doubleclick.net, sb.scorecardresearch.com,
and graph.facebook.com were correctly classified. However, these
lists incorrectly flagged 190 non-ATA domains, demonstrating their
overly broad definition of ATA when applied to vehicles. For ex-
ample, api.mapbox.com and android.google-apis.com were both clas-
sified as ATA domains, but serve core functionality in vehicles
as maps and the Android OS backend, respectively. Our custom
approach also revealed 14 vehicle-focused ATA FQDNs that were
missed by ATA lists and prior work, such as appsvc-ingest.inrix.io.

Key Takeaways
1. Connected vehicles contact well-known trackers as well as
vehicle-specific ATA domains not seen in prior work.
2. The number and types of domains contacted by connected
vehicles varies greatly by manufacturer, and even within the
same brand.

4.2 Variation by Experimental Scenario
In § 3.2.1 and § 3.2.2, we described the different experimental scenar-
ios for testing vehicles. Recall that the design of these experiments
is intended to test the following hypotheses:
Stationary Idle vs. Stationary Active: We expect that vehicles
will send more data to and contact more unique destinations while
their infotainment units and other functionality are tested, com-
pared to idle experiments.
Stationary Idle vs. Driving: Given reports of driving behavior
being reported to data brokers and insurance companies [47], we
expect that vehicles may report more data when they are in motion
or when driven recklessly.
In Tent vs. Out of Tent: We hypothesize that when vehicles
lose access to the cellular network they will reroute traffic to our
instrumented Wi-Fi connection, resulting in more traffic observed
and new domains contacted within the tent.
To test our hypotheses, we present analysis below to identify sig-
nificant differences in communication patterns for the same vehicle
in different scenarios. Figure 4 presents comparisons between each
of these experimental hypotheses using the metrics introduced in
§ 3.4.3, separated by column per experiment. The top row of figures
depict the CDF of the Jaccard similarity metric for the sets of do-
mains contacted by each vehicle, whereas the bottom figures depict
the CDF of set size differences. In each case we present separate
comparisons between the sets of first party, support, integrated
third party, and ATA domains.

4.2.1 Stationary Active vs. Stationary Idle. Focusing on the leftmost
column of Figure 4, we observe that at least half of the vehicles

contact the exact same domains (i.e., Jaccard similarity is 1) in both
stationary active and idle scenarios. The SLDs that are least likely
to change are first party, which makes sense given that first-party
communication is likely providing always-on functionality like
remote start. However, we see that third-party SLDs tell a different
story, with vehicles exhibiting bimodal behavior: some demonstrate
little change between active and idle (top right of the top figure),
while others see substantial differences (bottom left).

A key question is whether these changes in destinations are
mainly due to new domains being contacted in active experiments,
or domains no longer being contacted. The most common behavior
is zero set size difference, explaining the common case where the
Jaccard similarity is 1. For the remaining cases, all but two vehicles
contacted more domains during active experiments than idle. This
confirms our hypothesis that, in some instances, active experiments
are causing vehicles to contact more domains. The Cadillac Lyriq,
Tesla Cybertruck, Lucid Air, and Tesla Model 3 see the largest
increases in ATA domains, while the Rivian R1S and Fisker Ocean
are the only ones with fewer tracking domains while active.

4.2.2 Stationary Idle vs. Driving. During our testing, we found
that several vehicles (Land Rover, Mercedes, Nissan) automatically
turned off Wi-Fi when we shifted out of “Park” or the vehicle was
in motion for a few moments. These vehicles necessarily have less
communication over Wi-Fi than those that keep the connection
alive. Other vehicles, such as the Tesla Model 3 and Cybertruck,
have a non-default option to keep Wi-Fi on while driving, which
we turned on to maximize the data available to us.

We see these trends of decreased Wi-Fi traffic when driving in
the second column of Figure 4, where we compare the driving and
stationary idle experiments. We find that over half of the vehicles
contact the same set of domains and, in general, there is a decrease
in traffic and domains contacted while driving. In fact, comparing
this column to the first column of Figure 4 reveals more similarities
between driving and stationary idle experiments than seen when
comparing idle and active stationary experiments. This implies that
there is less communication with third parties—and ATA—while
driving than while using the infotainment systems. One notable ex-
ception is the Tesla Cybertruck, which contacts 19 more integrated
third-party domains—and seven more ATA domains—while driving
than while stationary.

4.2.3 Inside versus Outside the Tent. For the next two sets of com-
parisons, we analyze behavior while vehicles were in the Faraday
tent. Given that it was safe to do such tests only for EVs, the num-
ber of vehicles tested in this scenario is 11, compared to the 21
outside the tent. The third and fourth columns of Figure 4 show
how Stationary Idle and Stationary Active traffic changes when
inside versus outside the Faraday tent, respectively.

When analyzing the set size differences, we see bimodal behavior.
We find that a substantial number of integrated third parties and
ATA domains appear in the tent but not outside, which is likely due
to the vehicle rerouting traffic from the cellular interface to Wi-Fi.
We also observe the opposite effect in some cases: fewer domains
contacted in the tent. While counterintuitive, we hypothesize that
some vehicles may have telematics systems that bootstrap over the
cellular connection. Thus, when cellular is unavailable, subsystems
within these vehicles shut down entirely. Vehicles in this category
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Figure 4: Comparison of SLDs contacted by vehicles across different experimental conditions. Each column compares two
experimental conditions, as labeled at the top. Top row: CDF of Jaccard similarity coefficients, measuring the overlap between
domain sets contacted by each vehicle across conditions. Bottom row: CDF of the difference in set sizes, showing how the number
of domains contacted changed between conditions for each vehicle. Each plot displays separate lines for first party, support,
integrated third party, ads/tracking/analytics domains. 𝑁 indicates the number of vehicles analyzed in each comparison.

include the Chevrolet Blazer, Rivian R1S, Cadillac Lyriq, and Honda
Prologue.

While the tent does not uniformly lead to more traffic being
sent over Wi-Fi, we find that for seven out of the 11 vehicles, the
tent reveals more first and third parties (and particularly more ATA
services) than observing Wi-Fi alone. For example, there are 27
more ATA domains for the Tesla Model 3 and 14 more for the Tesla
Cybertruck, inside the tent than outside. Thus, blocking cellular
communication using the tent improved visibility and underscores
the complexity of accurately measuring vehicles’ privacy footprints.

4.2.4 Case Study: Cellular Traffic. The previous section presented
evidence that in some cases when cellular traffic was blocked by
the tent we observed additional traffic diverted to the active Wi-Fi
connection. To investigate if the blocking of cellular resulted in
diversion to theWi-Fi interface, we compared the set of destinations
contacted by the Tesla Model 3 when it had connectivity only with
Wi-Fi, only with cellular, or with both interfaces. Recall from § 3.2.2
that the Tesla Model 3 was the only vehicle that we were able to
intercept cellular traffic due to it having a user-accessible SIM slot.

Using the data from our idle test scenario, we confirm that the set
of destinations we observed when the vehicle had access to working

cellular and Wi-Fi connections was the same as when the cellular
connectionwas blocked. In comparison, network trafficwe captured
from theModel 3 outside the tent (wherewe interposed onWi-Fi but
did not block—and could not see—the cellular traffic) never included
one domain, conviva.com, a domain associated with analytics and
tracking. This domain appeared only over the cellular interface
when we intercepted both cellular and Wi-Fi traffic inside the tent,
and moved to the Wi-Fi interface when the cellular connection was
blocked. This finding is in line with our hypothesis.

Key Takeaways
1. Vehicles, when active, tended to contact more domains
overall and more ATA domains in particular, especially when
infotainment functions were in use.
2. Some connected vehicles will direct traffic to Wi-Fi when
cellular is blocked, which reveals flows to trackers previously
unobservable outside the tent.
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Figure 5: CDF of unique SLDs contacted by each of the com-
panion apps. We plot separate lines for support, integrated
third party, and ads/tracking/analytics SLDs.

5 Mobile App Communication Analysis
We now present analysis of the decrypted network traffic we col-
lected from 30 companion mobile apps associated with the vehicles
listed in Table 2.

5.1 Destination Analysis
We begin by analyzing the destinations that companion apps in
our sample contacted. Figure 5 presents the CDF of unique SLDs
contacted per companion app, stratified into support, integrated
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Figure 6: ATA company exposure per vehicle (•) and com-
panion mobile app (×). Arrow labels show the count of ATA
companies introduced by the companion app but absent from
vehicle traffic. Vehicles sorted by total ecosystem ATA con-
tact count ascending.

third parties, and ATA-related SLDs.7 We observe that 70% of apps
in our sample contactedmore than five unique ATA SLDs, compared
to only 29% of vehicles (§ 4.1).

Figure 6 shows that the use of companion mobile apps substan-
tially expand ATA exposure for the consumer beyond vehicle-only
traffic. For most vehicles in our dataset, the companion app at least
doubles cumulative ATA exposure; several vehicles with minimal
direct ATA contact (e.g., Buick Envista, Nissan Ariya) reach 20+
ATA companies when the companion app is included. This finding
underscores the necessity to evaluate vehicle privacy outcomes as a
sum of the interconnected ecosystem used by the consumer, rather
than just focusing on one component in isolation.

Next, we compare the ATA domains identified through our
methodology to the ATA domains documented in prior work on
mobile apps and IoT devices [10, 34, 54, 76]. Overall, we find a
large overlap between ATA domains in these two scenarios, as
well as a significant number of vehicle-specific domains that are
misclassified by prior work. Unsurprisingly, companion apps con-
tact prominent ATA companies—like Google’s DoubleClick and
Analytics, Facebook, and Adobe—just like other mobile apps in
prior work. Out of a total of 300 unique FQDNs that we identified
as ATA, existing ATA databases and blocklists correctly identified
262 of the FQDNs as tracking. Out of the 38 FQDNs that were not
classified by existing lists, we find several vehicle-focused ATA
domains such as api.autointel.ai, b2hxak1anc.traqcliq.com, and cfas-
sets.dealerinspire.com.

ATA databases and blocklists misclassify 142 FQDNs as ATA
when they have legitimate purposes within the companion mo-
bile apps. Examples of these false positives include several brand-
specific first-party domains (st.mazdausa.com, autoparts.toyota.com)
along with destinations that service integrated functionality such
as va.v.liveperson.net (live support chat) and maps.googleapis.com
(built-in maps).

Key Takeaways
1. Use of vehicle companion mobile apps substantially ex-
pands consumer exposure to third party and ATA domains.
2. Companion mobile apps contact well-known trackers as
well as vehicle-specific ATA domains not seen in prior work.

5.2 PII Sharing Analysis
Next, we investigate the content that companion apps transmitted
to third-party SLDs, namely transmission of PII associated with the
paired vehicle, driver, or app account.

To investigate transmission of PII, we manually constructed a
dataset of PII associated with the accounts and vehicles used in our
testing in collaboration with Consumer Reports.

The types of PII used for this analysis are listed in Table 5. We
focus on PII that is vehicle specific—such as Vehicle Identification
Number (VIN)8 and license plate number—as well as types of PII

7Table A4 in the Appendix presents a full breakdown of app SLD contacts categorized
by our taxonomy.
8VINs are globally-unique permanent IDs assigned to vehicles when manufactured.
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Topic Specific Data Types

Vehicle Specific VIN, license plate number
Owner Specific phone number, email, name
Location latitude, longitude, home address, current address
Network Information Wi-Fi SSID, Wi-Fi password

Table 5: PII types investigated in app traffic. Owner-specific
PII corresponded to the Consumer Reports employee who
completed the vehicle purchase.

that prior studies have observed third parties collecting, includ-
ing location, phone numbers, and email addresses [79]. We trans-
formed each string in our PII dataset into uppercase and lowercase
versions—as well as MD5, SHA1, and SHA256 hashes—and then
searched for these strings within decrypted mobile-app traffic.

Table 6 presents the seven companion apps that we observed
transmitting PII to third parties, along with what they transmitted
and to whom. We observe that VINs are the most commonly shared
PII within our sample, including to Google, Microsoft, and Meta.
We suspect that VINs are being used as stable, unique identifiers
for vehicles, much like how IMEI or IDFA are used for the same
purpose on smartphones (though major mobile operating systems
now allow users to reset IDFA values [23], while VINs are subject
to legal restrictions and cannot be changed).

We observe that vehicle-specific information is being tied to indi-
vidual consumers. While a vehicle’s VIN is semi-public information
(it is visible if an observer is standing next to the windshield), it
is generally not linkable to an individual by onlookers, nor is it
exposed to ATA companies by virtue of being visible on the dash-
board. In contrast, we find that companion apps expose VINs and
another type of PII (e.g., email address) to three ATA companies
(see Table 6). Such companies can use these stable identifiers and PII
to implement cross-context tracking of users [2, 27], i.e., allowing
advertising companies to link a person who owns a vehicle with
their behavioral data and purchase history from other websites
and mobile apps. Furthermore, we observe that some apps also
expose detailed geolocation information to ATA companies. These
transmissions expose consumers to a different level of harm than
traditional mobile app tracking as they reveal an individual’s own-
ership status or interactions with a particular vehicle to companies
that use this data for advertising, tracking, and analytics.

Key Takeaways
1. Certain companion mobile apps share consumer PII with
ATA third parties including geolocation, VIN, email, and
phone number.
2. Sharing of VIN alongwith other PII allows for cross-context
user tracking and exposes a new avenue of risk for con-
sumers.

6 Manufacturer Insights
We now examine how our findings comport with manufacturers’
stated privacy policies. We also disclosed our findings to all manu-
facturers, and report on their responses.

App Name VIN Location Phone Email

HondaLink Amplitude Amplitude
Lincoln ContentSquare
MyNISSAN Alchemer Alchemer
myCadillac Adobe, Acxiom

ContentSquare,
FullStory, Google,
Meta, Microsoft,
Pinterest, Snap,
Yahoo

ContentSquare Adobe,
ContentSquare

myChevrolet Adobe, Acxiom
ContentSquare,
FullStory, Google,
Meta, Microsoft,
Pinterest, Snap,
Yahoo

Adobe Adobe

myBuick Adobe, Acxiom
ContentSquare,
FullStory, Google,
Meta, Microsoft,
Pinterest, Snap,
Yahoo

Adobe,
ContentSquare

myGMC Adobe, Acxiom
ContentSquare,
FullStory, Google,
Meta, Microsoft,
Pinterest, Snap,
Yahoo

ContentSquare ContentSquare Adobe,
ContentSquare

Table 6: Seven companion mobile apps shared PII with ATA
third parties. Bolded companies received VIN and at least
one other form of PII from the same app.

6.1 Compliance with Privacy Policies
We focus on the mobile apps we observed to be sharing PII, and
manually reviewed the privacy policies of the seven apps listed in
Table 6 in May 2025. We found that all manufacturers that shared
PII were disclosing that they may share PII with third parties, but
not which third parties or the purposes for data flows. GM (my-
Chevrolet, myCadillac, myBuick, myGMC), Lincoln, and Nissan
disclosed that they shared VINs with third parties. Nissan ques-
tionably asserted that sharing a vehicle’s VIN was more privacy
preserving than sharing other types of unique identifiers.

Honda’s policy stated that—excepting IP addresses—user geolo-
cation data was not sold or used for third party advertising. We
note that Amplitude—with whom VIN and precise location data
was shared by the HondaLink App—is a product analytics and event
tracking platform, not an advertiser. In addition, Honda’s policy
considers VINs to be “commercial information” that may be used for
marketing and advertising. After we disclosed our findings, Honda
stated that, in response to our study, they requested that Amplitude
delete all received location data and updated the HondaLink app to
no longer send geolocation to Amplitude.

6.2 Disclosure Responses
In light of our privacy-relevant findings, we reached out to 17
of the 18 manufacturers represented in our study to disclose our
findings and inquire about the reason for this activity.9 Within the
14 responses, we noticed three main categories of explanations:
1. Reliance on third party service contracts: All responding
manufacturers stated that the data flows we observed were in line
with the contracts they have with their third party service providers,
9We did not contact Fisker, which went out of business before our outreach.
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and that those contracts prohibit use of PII beyond what is outlined
in their privacy policy. However, as previously investigated by
Mozilla [19] and described in § 6.1, these policies and agreements are
often overbroad and expansive. Additionally, even if the contracts
are in place and are followed, each additional recipient of personal
data increases the probability of a privacy breach [37].
2. “It’s the embedded browser that the app relies on”: Five
manufacturers argued that their apps do not share data with third
parties. Instead, they argued that some links in their apps open web-
pages within an embedded browser—without the user’s knowledge
or warning—and that there may be third parties on those embed-
ded webpages that collect data. Three of these manufacturers also
asserted that these embedded webpages would prompt the user to
accept or reject any ATA cookies. However, in our review of the
recordings of companion app interaction testing, we did not find
this to always be the case.
3. Handling software-defined vehicles is the consumer’s re-
sponsibility: Many of the vehicles in our sample include sophis-
ticated infotainment systems that are powered by rich operating
systems (e.g., from Google) and contain apps developed by third
parties (e.g., Spotify). Seven manufacturers stated that it is the con-
sumer’s responsibility to read through and accept all individual
third-party terms of service agreements associated with in-vehicle
software, even if that software comes pre-installed with the vehicle.
However, we believe that this burden of responsibility does not pro-
vide owners with agency. Assuming owners can find the particular
agreements, if an owner decides they are uncomfortable with the
data sharing described within them, they are faced with (arguably)
unfair choices: accept the agreements regardless of their concerns,
forego the use of a connected-vehicle feature, or stop using the ve-
hicle entirely. For example, if an owner declines Tesla’s data sharing
agreement, the owner is faced with a stern warning [95]:

This may result in your vehicle suffering from reduced function-
ality, serious damage, or inoperability.

Disabling Rivian’s data collection agreement results in the following
warning [83]:

It will limit or disable certain functionality in the vehicle (e.g.,
navigation, lane keeping assistance, and over-the-air updates,
which provide new features, better performance, safety enhance-
ments, and bug fixes).

Key Takeaways
1. Existing privacy policies are overly broad and lack trans-
parency regarding the storage, sharing, or selling of con-
sumer data.
2. Many manufacturers do not provide the consumer with
meaningful or easy ways to opt out of data collection and
sharing.

7 Conclusion
This paper presented the first large-scale, exploratory analysis of
the connected-vehicle ecosystem from the perspective of network
communications from vehicles and their companion mobile apps.
We developed a multi-phase and multi-modal testing methodology

to provide new insight into network transmissions from 21 vehicles
across Wi-Fi and cellular, and how this relates to the information
exchanged over the Internet by 30 vehicle companion mobile apps.

We found that vehicles, under a variety of real-world settings,
contact not only a wide range of first parties (i.e., manufacturer
domains) and car-specific support parties, but also third parties
that are known to provide advertising and tracking services. In-
terestingly, the connected vehicle ecosystem exhibits a high level
of diversity—even vehicles from the same manufacturer exhibit
different network behaviors. When adding vehicle companion apps
to the analysis, we found that vehicle owners are exposed to even
more privacy-sensitive ATA communication—in some cases more
than two dozen additional trackers. Six of the apps we tested trans-
mitted multiple types of PII (e.g., email or geolocation) along with
the vehicle-specific VIN to ATA services (Table 6), representing a
unique tracking threat to vehicle owners. We disclosed our find-
ings to manufacturers, leading to a variety of responses, but with a
prevailing theme of shifting the burden of responsibility for data to
the end user. As one notable exception, Honda improved its data
collection practices to prevent sending precise geolocation to third
parties.

Overall, our study revealed a large gap between what vehicle
manufacturers publicly disclosed and how the connected vehicle
ecosystem actually shares data over the Internet, which has ex-
plicit privacy implications. Based on the opaque nature of vehicular
systems, we argue that there is a need for better transparency to
ensure increased visibility into the entire ecosystem to identify and
address corresponding harms.
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A Ethics
In this study, we performed controlled experiments with vehicles
owned by Consumer Reports. As we note in § 3.2.1, all experiments
were performed on premises at Consumer Reports: our experiments
did not impact people outside of our research team, vehicles owned
by other people, or public roadways. Our study does not qualify as
human subjects research nor require IRB review.

As we discuss in § 3.2.2, we complied with FCC regulations when
we were performing cellular experiments. Our experiments had
no impact on public cellular networks as we conducted all cellu-
lar blocking and private cellular network advertising within the
confines of a professionally-produced Faraday tent.

We observed vehicles and companion apps engaging in behav-
iors that are troubling from a privacy perspective. We responsibly
disclosed these issues to manufacturers, provided ample time for
response, and include a summary of their reasoning and responses
in Section 6.2.

B Appendix

Source App / Vehicle Country SLD 3P

Wi-Fi

Fiat 500e Netherlands tomtom.com ✓
Ford F150 Lightning Netherlands trafficmanager.net ✓
Lucid Air Touring Ireland facebook.com ✓
Lucid Air Touring Ireland here.com ✓
Tesla Cybertruck Ireland microsoft.com ✓
Volvo C40 Ireland volvo.care
Volvo C40 Netherlands volvo.care

App

Chrysler Germany xtn-lab.it ✓
Maserati Connect Ireland fcagcv.com
MINI Germany bmwgroup.com
My BMW Germany bmwgroup.com
My BMW Germany dynatrace.com ✓
MyHyundai Canada streamtheworld.com ✓
MyHyundai Netherlands loopme.me ✓
Volvo Cars Ireland volvo.care
Volvo Cars Ireland volvocars.com

Table A1: Five vehicles and six companion mobile apps in
our sample contacted a total of 13 IP addresses outside the
US.

App Name Ignored Hosts

Chrysler ["appdig-myconnect.chrysler.com",
".sdpr-02.fcagcv.com"]

Fiat ["appdig-myconnect.fiat.com", ".sdpr-02.fcagcv.com"]
FordPass []
GenesisIA ["api.telematics.genesismotorsusa.com",

"revgeocode.search.hereapi.com"]
HondaLink [".*honda.*"]
Jeep ["appdig-myconnect.jeep.com",

".sdpr-02.fcagcv.com"]
KiaAccess [’api.owners.kia.com’]
Land Rover Remote ["haine.approoval.com", "mr.fullstory.com"]
Lexus [’.*lexus.*’]
Lucid Motors []
Maserati Connect North America ["appdig-myconnect.maserati.com",

".sdpr-02.fcagcv.com"]
Mercedes-Benz (USA/CA) []
MINI [’.*bmw.*’]
My BMW [’.*bmw.*’]
myBuick [’.*gm.*’]
myCadillac [’.*gm.*’]
myChevrolet [’.*gm.*’]
myGMC [’.*gm.*’]
MyHyundai with Bluelink [’api.telematics.hyundaiusa.com’]
MyMazda []
MyNISSAN [’.*nissancloud.*’, ’.*nissanusa.*’]
MySubaru []
myVW [".*vw.*"]
RAM ["appdig-myconnect.ramtrucks.com",

".sdpr-02.fcagcv.com"]
Rivian []
Subaru Solterra Connect ["subarudriverslogin.com",

".telematicsct.com"]
Tesla []
Lincoln []
Toyota [’.*toyotadriverslogin.*’, ’.*telematicsct.*’]
Volvo Cars []

Table A2: Regex patterns that we gave to mitmproxy to ignore
particular hosts. This was necessary because some apps had
pinned certificates for a subset of domains.
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Unique SLDs

Vehicle ATA Integrated Support 1st Party

Tesla Model 3 34 36 7 2
Tesla Cybertruck 23 37 4 2
Cadillac Lyriq 10 21 2 2
Lucid Air 9 15 2 4
Chevrolet Blazer 7 18 2 2
Honda Prologue 5 18 2 1
Volvo C40 3 6 1 2
Rivian R1S 2 10 6 2
Ford F150 1 6 12 2
Ford Mustang 1 2 3 1
Toyota Corolla Cross 1 1 0 1
RAM 1500 Bighorn 0 5 0 1
Fiat 500e 0 5 0 1
Dodge Hornet 0 5 0 1
Subaru Solterra 0 4 0 2
Lexus NX450h 0 3 1 1
Fisker Ocean 0 2 1 1
Nissan Ariya 0 1 1 1
Land Rover Range Rover 0 0 1 1
Mercedes EQS 0 0 0 1
Buick Envista 0 0 0 1

Table A3: Vehicles sorted by the count of unique ATA SLDs
they contacted via Wi-Fi. We present ATA associated, inte-
grated, support, and first party SLDs contacted per vehicle.

Unique SLDs

App Name ATA Integrated Support

myCadillac 51 12 5
myBuick 47 11 3
My BMW 47 7 6
Toyota 47 4 6
myGMC 45 11 5
myChevrolet 43 8 5
MyMazda 40 9 8
MyNISSAN 39 11 4
Lucid 26 4 2
MINI 22 10 3
FordPass 19 8 8
Rivian 16 6 4
Fiat 14 3 1
Lincoln 13 7 9
KiaAccess 11 10 1
Tesla 9 4 1
Maserati Connect 7 4 1
RAM 6 5 1
HondaLink 6 6 6
Lexus 6 2 0
Volvo 6 5 4
myVW 4 3 1
MySubaru 4 1 1
Jeep 3 4 1
Chrysler 3 4 1
Land Rover 3 3 0
Subaru Solterra Connect 3 2 1
MercedesBenz 2 3 1
MyHyundai 2 3 0
GenesisIA 0 1 0

Table A4: Companion apps that we studied, sorted by the
count of unique ATA SLDs they contacted. We present ATA
associated, integrated, and support SLDs contacted per vehi-
cle.

Unique SLDs

Company Name Vehicles ATA Integrated Support

Alphabet Inc 13 11 12 1
Amazon 12 3 7 5
Spotify 8 3 4 0
Liberty Media Corporation 7 0 1 0
Cloudflare, Inc 6 0 1 2
Microsoft 6 2 2 5
TomTom International B.V. 5 0 1 0
HERE Global B.V. 4 0 2 0
Mapbox 4 0 1 0
Meta Platforms, Inc. 3 2 0 0
Fox Corporation 3 0 1 0
Metair Investments Limited 3 0 1 0
Thomson Reuters Corp 3 0 1 0
Connected Tech Io. 3 0 1 0
TuneIn Inc. 3 0 1 0
Miteno Communication Technology 3 1 0 0
iHeartMedia, Inc., 3 0 2 0
Comscore, Inc 3 1 0 0
Comcast 3 0 1 0
Deutsche Welle 3 0 1 0
Podtrac 2 1 0 0
Branch Metrics Inc. 2 1 0 0
The Trade Desk 2 1 0 0
Telenav 2 0 1 0
Mixpanel 2 1 0 0
National Public Radio 2 0 1 0
Network Time Foundation 2 0 0 1
OneTrust 2 2 0 0
Endeavor Business Media 2 1 0 0
ByteDance Ltd. 2 2 11 0
ChargePoint Holdings, Inc. 2 0 1 0
Samsung Electronics 2 0 1 0
Sentry (Analytics) 2 1 0 0
Braze 2 2 0 0
Thales Group 2 0 0 1
Libsyn 2 0 1 0
INRIX, Inc. 2 1 0 0
Zoom 2 0 1 0
Amplitude Inc. 2 1 0 0
Unknown Parent Company 2 0 1 2
Snap Inc. 2 2 0 0
Akamai Technologies 2 0 0 2
TuneIn Inc. 2 0 1 0
Intel Corporation 2 0 0 1
U.S. Department of Commerce 1 0 0 1
X 1 3 0 0
Zeta Global 1 1 0 0
SoundHound AI 1 0 1 0
SquareUp 1 0 1 0
Yahoo 1 2 0 0
Stingray 1 0 2 0
Tealium 1 2 0 0
SurferNETWORK 1 0 1 0
VideoAmp 1 1 0 0
UNPKG 1 0 0 1
System76, Inc. 1 0 0 1
EVgo Inc. 1 0 1 0
Rokt 1 1 0 0
Episerver 1 1 0 0
Dr Teri Fisher 1 0 1 0
Freedom Holding Corp 1 0 1 0
Garmin Ltd. 1 0 1 0
General Infrastructure 1 0 0 1
Disney 1 1 1 0
Hulu 1 0 1 0
IBM 1 0 0 1
Impact Tech, Inc. 1 1 0 0
Jivox 1 1 0 0
DataDog 1 1 0 0
LiveXLive 1 0 1 0
DISH Network 1 0 1 0
Mediaocean 1 1 0 0
Cloudflare, Inc. 1 0 0 1
Adobe 1 2 0 0
MobileFuse, LLC 1 1 0 0
Netflix 1 0 4 0
Nextdoor Holdings, Inc. 1 1 0 0
Nielsen Holdings plc 1 2 0 0
PowerDNS.com B.V. 1 0 0 1
Acast 1 0 1 0

Table A5: Third-party companies contacted by vehicles in
our sample over Wi-Fi, sorted by count of unique vehicles.
We also present the total and unique number of domains
associated with each company.
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Unique SLDs

Company Name Apps ATA Integrated Support

Alphabet Inc 28 179 192 8
Adobe 15 106 0 0
Meta Platforms, Inc. 15 28 0 0
Microsoft 12 56 10 19
OneTrust 12 29 0 0
Akamai Technologies 11 0 0 72
Pinterest 9 17 0 0
Reddit 9 27 0 0
Amazon 7 13 0 15
Apollo 7 8 0 0
ContentSquare 7 57 0 0
Experian 7 9 0 0
FullStory (Google Invested) 7 14 0 0
Here Technologies 7 0 27 0
Neustar 7 9 0 0
Silver Lake 7 0 13 0
Snap Inc. 7 21 0 0
Catamorphic Co., 6 0 17 0
DataDog 6 6 0 0
Dynatrace, LLC 6 10 0 0
Mapbox 6 0 17 0
The Trade Desk 6 17 0 0
Yahoo 6 6 0 0
Branch Metrics Inc. 5 9 0 0
Cisco Systems, Inc. 5 7 0 0
Emplifi 5 19 0 0
Medallia 5 18 0 0
SAP 5 7 0 0
iSpot.tv 5 5 0 0
Acxiom LLC 4 4 0 0
Barclays PLC 4 0 0 0
ByteDance Ltd. 4 6 0 0
Conversant 4 7 0 0
DocuSign, Inc. 4 0 4 0
Elettronica S.p.A. 4 0 4 0
General Motors 4 0 0 0
OpenJS Foundation 4 0 0 4
Stellantis 4 0 0 0
Unknown Parent Company 4 9 4 0
Alchemer (aka Alchemer Mobile) 3 3 0 0
American Automobile Association (AAA) 3 0 12 0
Approov 3 0 6 0
AtData 3 4 0 0
Brightcove 3 6 0 4
Cloudflare, Inc. 3 0 0 4
Intuition Machines, Inc. 3 0 7 0
Nordic Capital 3 6 0 0
Offspring Capital 3 3 0 0
Tealium 3 3 0 0
Amplitude Inc. 2 2 0 0
Coveo 2 2 0 0
CrazyEgg 2 8 0 0
Crownpeak 2 2 0 0
Ford Motor Company 2 0 0 0
Francisco Partners and TPG Inc. 2 4 0 0
Freepik Company S.L.U. 2 0 0 2
Mediaocean 2 5 0 0
Open-source project at github.com/unpkg 2 0 0 2
OpenX Software Ltd., 2 2 0 0
Salesforce, Inc. 2 5 5 0
Spotify Technology S.A. 2 2 2 0
V99, Inc. 2 0 2 0
Vimeo.com, Inc. 2 10 0 0
X Corp. 2 2 0 0
open-source project at github.com/rdegges/ipify-api 2 0 0 2
open-source project part of CDN Alliance 2 0 0 2
Adobe Inc. 1 1 0 0
American List Counsel 1 1 0 0
AppsFlyer 1 10 0 0
AudioEye 1 2 0 0
AutoIntel, Inc. 1 1 0 0

Unique SLDs

Company Name Apps ATA Integrated Support

BMW Group 1 0 0 0
Bread Financial 1 1 0 0
Brookfield Business Partners 1 1 0 0
CJK Group, Inc. 1 0 1 0
Cars Commerce, Inc 1 1 0 0
ChargePoint Holdings, Inc. 1 0 1 0
Cint Group 1 1 0 0
Contentful 1 2 0 0
Cox Enterprises, Inc. 1 0 3 0
Criteo 1 1 0 0
Datadog, Inc. 1 1 0 0
DevvStream Inc. 1 0 0 1
Dun & Bradstreet 1 1 0 0
EVgo Services, LLC 1 0 1 0
Elastic N.V. 1 0 0 1
Episerver 1 4 0 0
Fastly, Inc. 1 0 0 1
Geely Holding Group 1 0 0 0
Global Media & Entertainment Ltd 1 1 0 0
Honda Motor Co. 1 0 0 0
Impact Tech, Inc. 1 0 0 1
InMarket Media, LLC 1 3 0 0
InMobi 1 1 0 0
Index Exchange 1 1 0 0
Kantar Group 1 1 0 0
Ketch Kloud, Inc 1 0 0 2
Kia Corporation 1 0 0 0
Liberty Media Corporation 1 2 1 0
Liberty Mutual Insurance Company 1 0 4 0
LivePerson, Inc. 1 0 3 0
LiveRamp Holdings, Inc. 1 1 0 0
Lucid Group, Inc. 1 0 0 0
MSD Telematics Pvt Ltd 1 1 0 0
Magnite Inc. 1 2 0 0
Mazda Motor Corporation 1 0 0 0
Mercedes-Benz Group AG 1 0 0 0
Miteno Communication Technology 1 3 0 0
Mixpanel 1 1 0 0
New Country Motor Car Group. Inc. 1 0 0 0
Nextgen Technology Ltd. 1 0 1 0
Nexxen International Ltd 1 1 0 0
Nissan Motor Co. 1 0 0 0
OpenWeather Ltd 1 0 2 0
Outbrain 1 3 0 0
Press Ganey Forsta 1 0 1 0
PubMatic, Inc. 1 1 0 0
Qualia 1 1 0 0
Quantum Metric 1 2 0 0
Quiq, Inc. 1 0 1 1
Rengage 1 1 0 0
Rivian Automotive, Inc. 1 0 0 0
Roper Technologies 1 2 0 0
Sanctus LLC 1 1 0 0
Sentry 1 2 0 1
Sierra Technologies, Inc. 1 0 1 0
Smart Digital GmbH 1 1 0 0
SpeedCurve 1 2 0 0
StackAdapt 1 1 0 0
Station Digital Media 1 1 0 0
Statsig 1 2 0 0
Subaru Corporation 1 0 0 0
T-Mobile 1 1 0 0
Tesla, Inc. 1 0 0 0
Thoma Bravo, LP 1 0 1 0
TomTom N.V. 1 0 5 0
Toyota Group 1 0 0 0
Urgent.ly 1 0 1 0
Usercentrics 1 4 0 0
Verint 1 1 0 0
Volvo Car USA LLC 1 0 1 0
Zeta Global Holdings Corp. 1 10 0 0
accessiBe Inc. 1 0 3 0

Table A6: Third-party companies contacted by companion apps, sorted by count of unique vehicles. We also present the total
and unique number of domains associated with each company.
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